HELPFUL CYBER SECURITY WEB SITES

Additional resources that may aid you in handling IT incidents can be found at the

following web sites:

Carnegie Mellon’s CERT Coordination Center:
Provides guidelines for Internet security and
incident response. Links to other security web
sites are also included.

www.cert.org

U.S. Department of Energy Computer Incident
Advisory Center (CIAC): Lists CIAC bulletin
releases and links to security articles, guidelines,
and technology sites.

www.ciac.org/ciac/

U.S. Department of Defense Computer
Emergency Response Team (DOD-CERT):
Provides information on antivirus software and
downloads along with security tools and technical
implementation guides.

www.cert.mil

Australian Computer Emergency Response Team
(AUSCERT): Provides security bulletins and
security documents. Also provides prevention,
response, and mitigation strategies for its
members.

www.auscert.org.au

Security Focus: Resources and articles on
incidents, viruses, and basic security essentials.
Provides mailing lists for security professionals
on incidents, forensics, and vulnerabilities

www.securityfocus.com

U.S. Navy INFOSEC Information Service:
Provides training resource, antivirus tools,
information on PKI, tech support, COMPUSEC
tools, and INFOSEC products and services.

https://infosec.navy.mil/ps/?t
=main/main.tag&bc=main/bc
_main.html

U.S. Department of Justice Computer Crime and
Intellectual Property Section (CCIPS):
Information on searching and seizing computers.
Also includes information on other related
electronic evidence issues.

www.usdoj.gov/criminal/cyb
ercrime/searching.html

SANS Institute: Provides articles on incident
handling and forensics. Also includes information
on incident handling training.

www.sans.org/rr/catindex.ph
p?cat_id=27
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